
To CAM, or not to CAM, 
that is the question.
Looking for an universal Direct-to-TV solution? Think CAM!
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Introduction

The media entertainment industry, in-
cluding digital pay television, has been 
particularly dynamic in recent years. 
Changes in consumption patterns are 
no longer open to doubt: now there is 
no longer a single, standard way to 
watch television at home! The proli-
feration of media devices (television, 
tablets, smartphones, consoles) and 
the diversity of technologies and dis-
tribution networks (Broadcast, OTT 
and IPTV) have all changed the way 
content is delivered to the user. Ultima-
tely, the big winners are subscribers, 
who can watch their favourite content 
at their convenience (Live, Replay, and 
Catch-up) on the device of their choice 
at home or elsewhere. 
For decades these changing habits 
have vigorously disrupted the basics 
and existing practices in the pay-TV 
industry, including among its incu-
mbent players (satellite and terres-
trial, cable and telco operators) and 
have recently led to the emergence of 
completely new competition from the 
Internet world, commonly referred to 
as GAFAN.
Combined with non-harmonised stan-
dards, these constantly developing 
technologies currently lead to increa-

singly segmented ecosystems that 
are complex to operate and become 
one of the major challenges for its TV 
players.  
Add the issue of protecting this pay-
TV content regardless of the networks 
(Broadcast or IP) and the consump-
tion patterns of the end user (online or 
otherwise) and you have the winning 
prize draw of this everyday conun-
drum in the industry!
Despite the diversity of ways to 
consume TV content, one factor has 
recently focused everyone around the 
same battle: that of the «big screen» 
in the home, still identified in various 
studies by specialised firms as THE fa-
vourite among subscribers. This is not 
the simplest of battles: Simplicity and 
Quality in the experience of the viewer 
are the key words for the future suc-
cess of these players. We know that, 
as the US trend confirms, the prolife-
ration of sources, apps or content pro-
viders on television leads to losing and 
exasperating viewers.
In this note, we will focus on the best 
and most direct way to address the 
end user in the light of two key factors: 
Security and de facto User Experience.
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It is not easy to guess the future state of the Pay-TV market on the basis of the signifi cantly changing 
habits and platforms developed during the past 5 years as previously mentioned. In any case, the 
overall pay TV market is expected to grow at a steady rate to surpass a 1.1 billion subscriber base 
in 2024, according to the global technology market advisory fi rm, ABI Research.

A quick snapshot of this Digital TV market 
Basically, the digital TV market is mainly driven by the growing consumer electronics market, with 
most of the digital demand coming from developing countries such as India and China as opposed 
to developed countries such as Japan, European countries and the US. Meanwhile privacy and secu-
rity issues and a lack of technical infrastructure in emerging countries remain key challenges facing 
market growth.

ABI Research Industry Analyst Khin Sandi Lynn confi rms that TV shipment is expected to grow in the 
next 5 years and that 4K is “quickly becoming the standard for TV sales”. As worldwide TV household 
penetration is well-saturated, the fl at panel TV market has been driven by consumer adoption of TVs 
with higher resolution, larger screens and online integrated applications and services. “4K fl at panel 
TV shipments will grow at a compound annual growth rate (CAGR) of 13% to reach 233 million in 
2024, with more than half of the TV households in developed markets.” comments Khin. 

UHD: reality survey 
The transition from HD to 4K is expected to spur growth, with more than 600 million homes world-
wide having a UHD TV by 2023.

The overall pay TV market is expected 
to grow at a steady rate to surpass a 

1.1 billion subscriber base in 2024.

The worldwide Pay-TV market is still growing

Source: ABI Research’s Pay TV Subscriber 
Market Data Report. 1Q 2019
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Paul Gray, Research and Analysis Director at the IHS Technology group, explains that shipments of 
UDH TV sets are gaining momentum, with China taking an early lead in UHD shipments and Western 
Europe moving to the front in terms of the share of UHD TV, keen to pay a little more for 4K resolution. 
“European TV demand is increasingly for a single TV set with a broad range of features in the living 
room.” adds Paul. 

At the same time, IHS reports 
that digitisation remains a key 
driver for pay-TV business 
growth “as much of the world 
is still using analogue 4:3 SD si-
gnals, while an ever larger pro-
portion is watching 16:9 SD di-
gital”. Not all regions are at the 
same stage in the analogue 
switch-off  transition: in some 
regions, a large proportion of 
viewers are still using terrestrial services. “UHD services are therefore two generations ahead”. Good 
news for the current broadcast pay-TV business!

SVOD is the driver of the PayTV Growth 
A European Audiovisual Observatory publication of June 2019 by Laura Ene shows that over the 2013-
2017 period, SVOD captured most of the growth in pay-TV services and there is clearly no reason to 
see any change in this trend in the future. Expansion of the SVOD market share resulted in the growth 
of the overall audio-video (AV) services market in terms of subscriptions and against the background 
of an overall increase in pay-TV adoption.

However, it is important to emphasise that SVOD drives subscriptions but weighs on the overall level 
of average revenue per user (ARPU) for pay TV services, with a much lower ARPU than for Pay-TV. 

Digitisation 
remains a 
key driver.‘‘

PAY-TV AND SVOD MARKET SHARES EVOLUTION IN EUROPE
Source: European Audiovisual observatory | Note: 2013/2017 - in terms of % and thousands of subscriptions
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The battle over the big screen 
Accompanying the OTT revolution as a widespread phenomenon among industry players, the Direct 
to Consumer (D2C) approach appears to be the best way to take control over the end-user rela-
tionship, the TV user experience, brand impact and all the data that can be collected from clients and 
smartly monetised. 

Many initiatives have been launched among broadcasters and pay-TV operators to deliver pay-TV 
services directly integrated into the TV set. The barriers to entry into this dynamic approach have 
been progressively removed as a result of a step-change in the way content is technically and eco-
nomically built and delivered. 

Challenges ahead

49.38% TV-RELATED

17.9% FOR ACCESS TO FILM

60% UNLICENSED WEB STREAMING SITES

Combating piracy 

Increasing piracy

Global piracy statistics showed 190 billion pirated site visits in 2018, according to MUSO fi gures. TV-re-
lated piracy accounted for almost 50% of all piracy activity. Andy Chatterley, CEO and co-founder 
of MUSO comments: “Digital piracy is still prevalent globally. Television remains the most popular 
content for piracy”.

Worldwide fi nancial losses due to audio-visual piracy are startling. According to MTM, an international 
research and strategy consulting fi rm, these losses could impact “9 to 15% of all pay-TV content, de-
pending on regions in the world, and could reach 28 billion US dollars per year”.

Piracy has always been a key risk for the Pay-TV business, but the proliferation of devices enabling 
TV viewing, such as Set-Top-Boxes, Smart TV, Smartphones, tablets, OTT boxes or game consoles and 
the arrival of IP-based delivery have both raised additional concerns about fi nding reliable ways 
to secure services for Pay-TV operators. 

Source: London-based MUSO report, March 2019.
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Piracy and pirates adapt

It is clear that piracy methods and tools have drastically changed during the last few years on the 
basis of IP introduction. All the technological advances that enable streaming and direct-to-consumer 
OTT services are being used to attack these same services. Ultimately, content owners and pirates 
use the same technology, which provides a much larger attack vector. 

All content security specialists such as Irdeto, Nagravision, Synamedia, Verimatrix and Viaccess-Orca 
agree that unfortunately piracy is not an isolated phenomenon but a worldwide business! 

Simon Trudelle, Senior Product Marketing Director at Nagravision emphasises that “legitimate service 
providers are now experiencing significant levels of churn, directly attributable to the availability of 
pirate alternatives.”

“Pirates are leveraging the web to distribute content illegally … they are no more limited to the satellite 
footprint. They can steal content from one place and re-distribute it globally.” adds Rinat Burdo, Video 
Security Product Manager at Synamedia.

Technologists conclude that CAS and DRM are far from redundant. But Pete Cossac, VP of Content 
Security Services at Irdeto, does not share this conclusion, emphasising “that control word sharing is 
not declining as streaming piracy increases” mainly in emerging markets. 

Moreover, sport has constantly been at the heart of piracy. With the selling of sports rights currently 
becoming an international business, piracy is increasing in countries “where Conditional Access Sys-
tems (CAS) or DRM may not be up to scratch, leading to a proliferation of weak points in the distri-
bution chain.” explains Stuart Thompson from Digital TV Europe.

Whereas set-top boxes were relatively robust devices in terms of security and protected the smart-
cards or communications protocols of the boxes from hackers, pirates now have multiple ways to 
capture a stream: “from badly secured devices to ones that capture streams from HDMI outputs or 
from stripping out encryption to camcording the screen of a UHD TV,” adds Stuart.

Weapons for successfully combating piracy

Because all kinds of videos, including premium movies or live sports, are increasingly delivered via 
internet streaming which is undoubtedly becoming a mainstream, pay-TV providers and operators 
have to combat this development in piracy.

‘‘Piracy is getting worse as it’s 
getting harder to combat. 
But pay-TV operators have 
to fight it.
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Legitimate pay-TV operators are facing a growing range of challenges to compete successfully with 
pirates and need to reassess their technologies and tools. One way to combat the threat is to trace the 
source. In addition to CAS and DRM technologies, the use of forensic watermarking is a key secu-
rity tool, because reaction time (mainly for high-value live sports) and understanding pirates (which 
content on which device) are crucial to winning the battle against piracy.

Delivering a seamless TV viewing experience 
In the light of the obvious changes in viewing behaviour, delivering a consistent user experience (UX) 
is challenging but essential. UX is the key point of contact between brand and client and is becoming 
more important than ever in a growing competitive market place. Most people cancel their Pay-TV 
service due to a poor customer experience rather than for other reasons. Moreover, UX is the key to 
reducing churn and, combined with an enriched viewer experience, helps to drive the lifetime subscri-
ber value. 

Directly to the TV set

Delivering new online services in a bundle with traditional broadcast off ers requires a unifi ed and 
seamless user experience. Optimising the TV user experience also means no additional cables or re-
mote control units and easy discovery among the diff erent programmes and multiple apps already 
available on the TV screen. This remains a huge challenge for broadcast pay-TV operators. 

One solution is clearly emerging: integrating everything in the TV set. Indeed, TV has integrated more 
and more pay-TV functionalities, enabling access to premium pay-TV services directly through 
the TV. As the fi rst big advantage, the end-user can start enjoying pay-TV services immediately after 
installation. The second big advantage is for pay-TV operators, as they can reduce subscriber acqui-
sition costs with no hardware subsidiary required.

HbbTV OpApp 

Several operators have agreed with TV manufacturers to enable a Direct-to-TV solution with a Smart 
TV framework. This framework was developed for online services and is there-
fore well adapted for OTT services, but still requires customisation for broadcast 
networks (Satellite, terrestrial, cable or IPTV), leading to time-consuming and 
costly integration work for each TV platform with each TV manufacturer. 

Another way to move towards this “All-in-the-TV” phenomenon has been deve-
loped by the HbbTV Association: the Operator Application (“OpApp”), as an open 
standard for a unifi ed TV experience across diff erent platforms, suitable for any 
form of distribution including IPTV, Cable, Satellite and Terrestrial.

Is reality so beautiful? Probably most technical aspects have been addressed and consumer benefi ts 
largely demonstrated. But it is important to emphasise that topics related to implementation and com-
mercial agreements, combined with operating the services in the fi eld with long-term perspectives, are 
somewhat more complex. 

‘‘ UX is the key to reducing churn and (...) helps to drive 
the lifetime subscriber value.

‘‘‘‘ An open 
standard for a unified 
TV experience across 

different platforms
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Relying on an external device is a key advantage for many reasons; it makes it possible on the one 
hand to keep pace with CE as technologies evolve too rapidly and, on the other hand, to ensure any 
security upgrade. It is easy to imagine the growing frustration of clients who would be unable to use 
their online service anymore (e.g. Netfl ix subscription) because their TV set would no longer be com-
pliant due to a security level update from the service provider.

Below we will see how a smart and cost-eff ective device such as the Conditional Access Module (CAM) 
can help premium content to gain direct access into the TV set with a guaranteed high level of quality. 

Legacy is once again left behind

Assuming HbbTV OpApp is currently and will continue to be a suitable way to build a Direct-to-TV 
solution, TV sets need to comply with the latest specifi cations. We are clearly talking about the next 
TV generation – TV models from 2019 and beyond – but forgetting all emerging regions where IP 
connectivity is by no means widely deployed.

 A Direct-to-TV solution could be enhanced with an external dongle 

One motto for all Pay-Tv operators is to deliver Quality of Service (QoS) and Quality of Expe-
rience (QoE) to all their clients.  Providing a small dongle to be connected to the TV could en-
able them to keep real control over their software updates throughout their product lifecycle 
and across the fragmented TV landscape.

CAM: a secure and compact Direct-to-TV solution 

‘‘High-quality guarantee for a smart and cost-eff ective device 
to allow premium content direct access into the TV set!
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Secure by design 

Beyond the integration of CAS and DRM technologies, operators have to ensure that their own Cus-
tomer Premise Equipment (CPE) - whatever it is - is sufficiently secure and especially that all interfaces 
that could be used to steal content are protected. 

A Set-Top Box (STB), as a controlled and closed device, gives operators control over security and 
software.  However, STBs still need to export Pay-TV content to HDMI under the HDCP link protection, 
which is known to have been circumvented for illegal redistribution! 

Smart TV, as a horizontal device, is naturally unable to support any broadcast content protection 
technology. Relying on a specified CI+ LLP solution to protect communication between a CAM and 
a host - the AES link protection with a unique CI+ certificate for each device - the CI+ Conditional 
Access Module (CAM) can achieve this. 

Recently introducing ECP (Enhanced Copy Protection) with a dedicated certificate chain combined 
with implementation of security mechanisms on the latest chipset generation (Trust Execution Envi-
ronment and Secure Media Path), CI Plus offers the appropriate level of security to the CAM direc-
tly inserted in a host. Last but not least, adding watermarking to the CAM strengthens the level of 
security implementation for high-value content protection. 

Benefiting from its longstanding partnership with NAGRA, SmarDTV first introduced a watermarking 
solution for CI Plus CAM, relying on a two-step solution, firstly with the NAGRA NexGuard PayTV-C 
watermarking technology integrated into the encoder and then with the post-processing step car-
ried out by a lightweight PayTV-C client running into the SmarDTV CAM. This two-step approach is 
the most efficient solution in broadcast workflows, providing several key advantages like a low 
overhead bandwidth for watermarked content, no additional latency on signalisation and perfect 
processing balance by the encoder and the CAM. 

In the past, Content Armor, a global provider of content protection technologies for the media indus-
try, has already demonstrated successful integration of its forensic watermarking solution in CAM 
technology. To cope with pay-TV operators’ legacy solutions, NEOTION and SmarDTV Global are 
ready to offer any alternative watermarking solution in their CAM. 

‘‘A two-step watermarking approach based on the NAGRA 
NexGuard watermarking technology running into a SmarDTV 
CAM is the most efficient solution in broadcast workflows.
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Offering an enhanced TV user experience 

TV operators in both horizontal and vertical markets are in good position to succeed in delivering an 
enhanced and seamless user experience to the big screen on devices such as Smart TVs, STBs and 
CAMs, benefitting from the latest HbbTV OpApp specification. Let’s focus on the CAM.

Both HbbTV OpApp and a CAM work as a virtual operator-owned STB, basically providing user 
access to app-as-a-source behaviour: the OpApp can be accessed via the input source menu, and 
tuned to the TV, brings the user right back to the OpApp. Combined with this persistent application as 
an external source, the CAM allows pay-TV operators to take control over the TV user interface as 
well as a STB can. 

Moreover, with the CAM, the OpApp can even be discovered in an offline environment. Storing the 
pre-installed application, the CAM overcomes barriers in the way the application is usually launched 
either via a broadcast signalled application launch (requiring high internet bandwidth) or via DNS/
IP (which requires an Internet connection). Benefiting from the implementation of native CI Plus re-
sources, the CAM can trigger installation of the OpApp, increasing the effectiveness of the ecosystem, 
firstly by simplifying the end-user setup and secondly by allowing a standard operator branded UX 
on the TV set with no Internet connection at all.

On the other hand, the CAM ensures first-level authentication of end-user rights (user identification) 
before launching any OpApp installation. In addition, the CAM becomes a useful tool for pay-TV ope-
rators to convert the offline subscriber base, simply by regularly promoting an enriched online user 
experience, such as the availability of an extended EPG, VOD catalogue, start over feature, etc.

Delivering a unified TV experience across different TV compliant models even in an offline world 
using a CAM makes perfect sense.

‘‘Both HbbTV OpApp and a CAM work as a virtual operator 
owned STB, allowing pay-TV operators to take control over 
the TV user interface as well as a STB can
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Bottom Line

Delivering customised and affordable TV of-
fers to clients is crucial for the future of the 
pay-TV business - however they decide to 
watch their content and whatever the source 
of the content, as customers are unaware of 
the network distribution (Broadcast Live or 
Broadband online services) used for their fa-
vourite programme. 

The saturation of traditional video market, 
competition pressure and new entertain-
ment experiences such as IP-based video 
viewing, are creating headwinds. Combined 
with the expansion of piracy due to the pro-
liferation of TV viewing devices and the glo-
balisation of piracy around the world due to 
the growing Internet footprint, the challenge 
for pay-TV operators is bigger than ever.

But despite these huge challenges, pay-TV 
operators are in a good position to succeed, 
benefitting from their long-standing expe-
rience of client behaviour, accustomed to 
dealing with technology development over 
decades and keeping an innovative mind-
set to survive in this rapidly moving TV land-
scape.

Multiple initiatives and solutions are emerg-
ing on the market, but one is becoming main-
stream: delivering a Direct-to-TV solution 
with an enhanced TV viewing experience to 
take control over subscribers and to keep 
them engaged in the long term. 

Experts could probably hold extensive de-
bates about the pros and cons of each solu-
tion. But one key point for pay-TV operators 
is still whether they can guarantee a main-
tainable, reliable and constantly developing 
solution deployed in the field for the benefit 
of all installed clients, in addition to protect-
ing their high-value content and services as 
their core business.

As a smart, lightweight and energy-efficient 
device, the NEOTION and SmarDTV CAM, 
once inserted into the TV, is Plug-and-Play, 
with no additional cable or remote con-
trol unit. It is easy to set up with no support 
needed and almost zero return, making it a 
reliable proposition. As a device that is se-
cure by design and compliant with the latest 
specialist security requirements, the NEO-
TION and SmarDTV CAM converts a gener-
ic TV set into an operator branded CPE with 
guaranteed quality of service throughout its 
lifecycle and harmonised and standardised 
deployment across all TV platforms. 

The NEOTION and SmarDTV CAM is the 
trusted external dongle to build a Direct-
to-TV solution, relying on generic imple-
mentation into any TV set and providing 
pay-TV operators with a customised and 
seamless TV experience to ensure the best 
for each of their clients around the world.



To CAM, or not to CAM, that is the question.
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